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When the IoT-node is installed, it checks whether a sensor is connected once every 24 
hours. If no sensor is connected, the node sends a message that no sensor is connected 
and goes to sleep. It checks for a sensor again after 24 hours. If a sensor is indeed 
connected, the node measures the sensor and starts sending messages at the set 
interval from that point on. The default interval is 30 minutes.

The IoT-node sends the message described above regardless of whether there is an 
operational LoRaWAN gateway nearby. However, if there is no gateway nearby, the 
messages never reach the network. That means the messages don’t show up in either 
the BoltSafe or the TTN portals. If, for some reason, the node is not sending messages, 
there are a couple of options to try:

1. First setup of the IoT-node

It is possible to force the node to send a 
message. There is a small push button for 
this inside the IoT-node. To access it, you 
need to unscrew the four screws at the 
bottom of the  node. Open up the node 
and briefly press the push button.

1.1 Force a message

If pressing the button did not force the 
node to send a message, fully restarting 
the node is worth a try. Again, you should 
unscrew the four screws to open it up. 
You should see a small blue jumper that 
connects the power supply from the 
battery to the main circuit. Remove the 
blue jumper for ten seconds and place it 
back. The node should restart, join to the 
network if possible and send a message.

1.2 Restart node

2
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2. BoltSafe Portal

2.1 Creating an account

Upon receiving a BoltSafe IoT-node, you 
have received a license key with which 
you can create an account on the BoltSafe 
IoT Portal. Go to
https://boltsafeiot.azurewebsites.net/
and click on ‘Register as a new user’. The 
license key is unique and can only be used 
once! Contact the BoltSafe sales team for 
a second key if needed.

2.2 Index page

After registering to the portal and logging in, you are presented with the home page of 
the portal. Here you can see all the nodes that are registered to your account and have 
sent a message at least once. Basic relevant information is displayed here.

2.3 Edit settings

It’s possible to edit settings of the node and set e-mail alarms. To do this, go to the edit 
page of the node.

https://boltsafeiot.azurewebsites.net/
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Here you can change the following 
settings:
• Sensor alias, a custom alias or name to 

easily recognize this sensor or bolt.
• Sensor location, specify where this 

sensor is located in your facility.
• Messages per day, set how many 

messages the node should send per 
day.

• Alarms, if the value falls outside the 
specified low and high band you will 
receive a notification e-mail about this, 
provided the “enable alarm switch” is 
set. 

• Test e-mail, press this button to test 
your e-mail connection and make sure 
the mail does not end up in your spam 
folder. 

• Click on the save button to save your 
changes. 

2.4 Download historical data

It is possible to download all historical data for a specific sensor that has been 
connected to the BoltSafe IoT-node. To do that, go to Options and then select the 
data page of the portal. Here you can specify the sensor period for which you wish to 
download the historical data. After downloading the data, the best practice is to delete 
this data from the server in order to reduce the database size.
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48 messages per day (every 30 min) at SF7 ± 10.5 years

96 messages per day (every 15 min) at SF7 ± 5.6 years

144 messages per day (every 10 min) at SF7 ± 3.8 years

288 messages per day (every 5 min) at SF7 ± 1.9 years

480 messages per day (every 3 min) at SF7 ± 1.2 years

48 messages per day (every 30 min) at SF9 ± 9.7 years

96 messages per day (every 15 min) at SF9 ± 5.1 years

144 messages per day (every 10 min) at SF9 ± 3.5 years

20 messages per day (less than 1 per hour) at SF12 ± 10 years

3. Battery life

The life of the battery is highly dependent on how often you are sending a message 
and the quality of your connection to the gateway. When either the connection quality 
drops or the transmission frequency goes up, the battery life will reduce significantly. 
For example:
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The IoT-node is designed to comply with the TTN Fair Access Policy, which means 
that the node has limited airtime. Hence, when using a lower data rate that has longer 
airtime, you can transmit less often. The maximum number of transmissions for each 
data rate are:

SF7 = max 500 transmissions per day

SF8 = max 272 transmissions per day

SF9 = max 150 transmissions per day

SF10 = max 80 transmissions per day

SF11 = max 37 transmissions per day

SF12 = max 20 transmissions per day

4. Connect with custom network

4.1 Configure IoT-node

Instead of using the BoltSafe IoT-node with the BoltSafe portal, it is also possible to 
connect the node to your own application. With the BoltSafe NodeConfig application, 
you are able to connect your node to any LoRaWAN network.
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4.2 Payload

When receiving a message from the node, the format of the payload is as follows:

Byte #

0 1 2 3 N N+1 N+2 N+3

Load Load Temp S/N Sensor S/N Sensor 0x23 Status byte CRC Checksum

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

- - -
Sensor 
measurement 
Under Range

CRC 
error 
detected

Measurement 
error

No sensor 
connected 
or sensor 
error

Power 
supply error 
detected
(battery low)

Load [kN] Load[0] * 256 + Load[1]

Temp [°C] Temperature byte

Sensor serial number Read hex serial number string until 0x23 character

Status byte Status byte

CRC Checksum CRC byte with polynomial 0x2D

The status byte contains some status information about the message that has been 
sent. This information is provided as follows:

Connect the node via any USB-C cable and provide the correct keys for your network. 
When the “Write and Test” button is clicked, the software writes the keys to the node, 
after which the node sends a test message to confirm the settings are correct. The 
status of the test message is tracked in the blue status bars on the right side of the 
screen.

WARNING! If you change the AppEUI or AppKey, the BoltSafe portal will not 
receive any messages anymore. If you store these keys, you can reconnect later.
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4.3 Payload formatter

It is possible to format the payload in The Things Portal before connecting your data to 
another integration. Below is an example of a payload formatter.

function decodeUplink(input) {
  
  function toHexString(byteArray) {
  return Array.from(byteArray, function(byte) {
    return (‘0’ + (byte & 0xFF).toString(16)).slice(-1);
  }).join(‘’);
}

  var j = 0;
  var sn_end = false;
  var temp_sn = [];
  
  var data = {};
  
  data.load = input.bytes[0] * 256 + input.bytes[1];
  data.temp = input.bytes[2];
  data.serialnumber = “”;
  data.status = 0;
  data.version = “V1.0 20-09-2021”;

  for(var x = 3; x<input.bytes.length; x++)
  {
    j = x-3;
    if(input.bytes[x] != 35)
    {
      if(sn_end === false)
      {
        temp_sn[j] = input.bytes[x];
      } 
      }
      else {
        data.status = input.bytes[x +1];
        sn_end= true;
    }
  }

  for(var i=0; i<temp_sn.length; i++)
  {
      if(temp_sn[i] === 0 || temp_sn[i] === 10 || temp_sn[i] === 13) 
      {
        
        temp_sn.splice(i,1);
        i = i-1;
      } 
    }

    data.serialnumber = toHexString(temp_sn);

  if(data.temp > 127)
  {
    data.temp = 0 - (256 - data.temp);
  }
  
  return {
    data: data
  };
}
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